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Cyber Security: 
Top Six Mistakes 
Managers Make



 
Business leaders are obviously challenged by 
today’s operating environment, with chaos from 
the COVID-19 pandemic, uncertain revenues and 
related economic strains, and to top it all off, an 
unending stream of cyber security risks. Moreover, 
the pace of technological change continues 
to accelerate, making it difficult to adapt and 
change, while keeping everything secure.  
 
Properly protecting a company from cyber 
crime should be a top priority for both company 
management and the workforce as a whole. But 
resources of time, money, and talent are often in 
short supply. As a result, proper investments in 
cyber security are often put on the back burner. 
 
When cyber security incidents do occur, there 
is commonly no single reason for the cause of 
the breach. When searching for the root cause, 
one frequently discovers a long list of missteps, 
negligent decisions, procrastination, and 
ultimately bad luck.  
 
In this whitepaper, we identify the six most 
common cyber security mistakes made by 
managers and what to do about them.  
 

Introduction
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Cyber security should be a top concern for every small and 
medium business (SMB), but all too often leaders suffer from 
optimism bias. That is, they simply believe that “it won’t 
happen to us.” Many managers believe they are too small 
to matter to cyber criminals. After nearly three decades of 
consulting with clients, the team at Network People knows 
that small and medium business clients are often the very 
victims sought out by cyber criminals. Why? Because their 
cyber security investments are often inadequate, employees 
are commonly poorly trained, and in general, too many 
businesses often let their guard down. 
 
Some statistics are in order. Despite the widespread 
impression that cyber criminals only target large, well-funded 
enterprises, every year SMBs make up a substantial portion of 
cyber security incidents. As reported in the widely respected 
Verizon Data Breach Investigation Report, SMBs were 43% 
and 28% of the cyber breach incidents reported in 2019 and 
2020, respectively.1 According to a survey of over 3,000 small 
businesses in the U.S. and the U.K. by BullGuard, two out of 
five companies have no cyber security plan in place and one 
out of five companies don’t even use any form of endpoint 
security.2 Finally, Cisco reports that 46% of SMBs had 5-16 
hours of breach related downtime in 2019.3 
 
The cyber security problem is real. And the risks are 
considerable, for small and large organizations alike.    
 
 

SMBs were 
43% and 28% 
of the cyber 
breach incidents 
reported in 2019 
and 2020

Ignoring The 
Problem

“
1  Verizon, “2020 Data Breach Investigations Report”
2  Hashedout (www.thesslstore.com), “15 Small Business Cyber Security Statistics That You Need to Know”
3  Cisco, “2020 CISO Benchmark Report”
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Many leaders don’t appreciate the complexity of properly 
protecting and defending an organization. The risks from a 
cyber security incident go beyond just immediate financial and 
operational impacts. Intellectual property theft can damage long 
term shareholder value. There is also a personal dimension to the 
problem as well. Employee morale, retention, and productivity 
can be harmed if employees fall prey to identity theft, social 
engineering attacks, or other privacy breaches. Managers should 
look at the broad impacts of inadequate investments in cyber 
security and take action in a methodical approach to improve 
their organization’s security posture and culture of security.

But where do you begin to prioritize your risks and manage them 
effectively? Today’s organizations face an increasingly complex 
IT ecosystem. Production servers and infrastructure are located 
both on-premises and in the cloud. Employees are working 
from home, on the road, and in distributed corporate offices. 
And corporate data and applications are often accessible from a 
variety of different corporate owned devices, along with personal, 
mobile devices. At the same time, the software ecosystem is 
evolving, but complex. For many industries, the mix of software 
includes legacy Windows applications running on-site, new SaaS 
and cloud-based versions of apps, mobile apps, and everything in 
between. With corporate data spread across a range of devices, 
locations, and applications, it is often confusing and complex to 
know where everything is located and whether it is protected, 
encrypted, and properly backed up.

Most organizations need to ask, have they properly assessed their 
risks and are they prioritizing the right level of cyber security 
investment?   
 

Today’s 
organizations 
face an 
increasingly 
complex IT 
ecosystem

Appreciating 
the 
complexity
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For most cyber security incidents, the root cause 
is most commonly employee negligence. Cyber 
criminals prey on poorly trained or frazzled 
workers, with a mix of sophisticated tactics, 
including social engineering and phishing 
attacks. Willis Towers Watson reports that 
employee negligence or malicious acts account 
for two-thirds (66%) of cyber breaches.4 
 
And yet, widespread and effective employee 
cyber security awareness programming is 
still all too uncommon. According to a study 
published by Chubb, only 31% of employees 
receive annual company-wide cyber security 
awareness training. What’s more, only 19% of the 
respondents in the Chubb study reported that 
they learned cyber security awareness from their 
employer.5 Based on our own experience, these 
figures are even lower for organizations with 
fewer than 100 employees. 
 
 

Training 
the staff 

4  Insurance Journal, “Effective Cybersecurity Strategy Rests on People, 
Not Just Technology”

5  Chubb, “Chubb Cyber Risk Survey 2019 Executive Summary”
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enforcement of policies. Every organization 
should have a written cyber security and 
technology acceptable use policy for employees. 
This policy should be clearly communicated, 
trained, and require employee acceptance and 
sign off. Each firm should have a security officer 
who is responsible for overall oversight of the 
security policy and its enforcement. Firms should 
avail themselves of cyber liability insurance as 
well, which provides financial resources and 
coverage in the event of a cyber security incident. 
And lastly, for firms that are highly regulated, 
such as medical and financial firms, annual cyber 
security assessments and compliance reviews 
should be mandatory.  
 
Follow through and enforcement are where 
the rubber meets the road in truly building an 
organization with a culture of security. 

Enforcing company 
and security policies
 
 
It is fairly easy to go through the motions of 
putting a cyber security policy down on paper. 
There are good templates and frameworks readily 
available online. What is difficult is properly 
communicating and enforcing the policy. Too 
often, companies will have policies and procedures 
written down, but enforcement and follow 
through are sometimes next to nil. 
 
At Network People, we conduct annual security 
officer training for all of our clients. While Network 
People is responsible for the technology and 
cyber security services delivered on behalf of our 
clients, a holistic approach to security requires 
cooperation between the client organization, their 
leadership and entire staff, and our team. There 
are many aspects of proper cyber security where 
the client is primarily responsible and accountable. 
Therefore, our annual security officer training 
reinforces this point and educates top leadership 
on their primary responsibilities and the required 
action plan.  
 
A big part of our training approach addresses 
a common problem we see every day: a lack of 

Every organization 
should have a written 

cyber security and 
technology acceptable 

use policy for employees
“
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Another mistake is assuming that you everything 
covered when it comes to cyber risk management. 
Suffice it to say, with today’s complex IT infrastructures, 
risk can pop up in many different and surprising forms.  
 
For instance, third-party cloud and SaaS providers can 
introduce unanticipated risks for organizations. Most 
organizations rely on third-party vendors and service 
providers for mission critical software applications. If 
the service provider goes down unexpectedly, due to 
technical problems or a security breach in their own 
operations, their customers may suffer from prolonged 
outages, revenue loss, or customer service issues. 
Moreover, many cloud-based applications house their 
customers’ vital corporate data, files, records and 
customer information. If there are inadequate encryption 
procedures or a breach occurs, intellectual property 
or private client information may be compromised 
or stolen. In other cases, employee malfeasance or 
vandalism can result in widespread data loss incidents.  
 
The lesson here is that nearly every company relies on a 
web of third party software, services, vendors, and tools. 
It is vital to evaluate the potential cyber security and 
operational risks of using these tools and to take proper 
measures to defend yourself. Implementing multiple 
forms of authentication, robust encryption, properly 
segmenting admins and user privileges, and leveraging 
cloud-to-cloud backup applications are all sensible 
measures to help mitigate these risks. 

Assuming 
you have 
everything 
covered
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The last mistake we commonly see is organizations 
that task leaders with responsibility for cyber security, 
while denying them the budget, training resources 
and authority to do their jobs properly. The first step 
in correcting this problem is to make cyber security 
a C-level or board-level issue. The Chief Information 
Security Officer (CISO) role, or the responsibility for it, 
should be held by someone on the executive leadership 
of the company.  
 
Next, the CISO should be empowered to direct and 
supervise all matters which effect the security posture 
and culture of security of the organization. From a 
budgetary perspective, organizations should benchmark 
their level of investment against similarly situated 
organizations and spend accordingly. As we have tried to 
show throughout this whitepaper, it makes more sense 
to be a leader rather than a laggard on cyber security 
investments. Investments will be required in technology, 
services, and in training for various members of the 
staff, from top officers to every front line employee. And 
lastly, cyber security budgeting needs to be aligned and 
incorporated into the overall technology planning and 
budgetary process, in order to ensure that cyber security 
investments keep pace with evolving needs and the 
operating environment of the company. 
 

 
 

Tasking 
leaders with 
insufficient 
budget and 
training
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Three 
Next 
Steps
 

At Network People, we work 
tirelessly with new and 
existing clients to help them 
avoid the six cyber security 
mistakes we have explored 
in this whitepaper. 
 
These are actionable 
suggestions and next steps 
leaders can take on their 
own cyber security journey. 
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Unfortunately, there is no magic wand for perfect 
cyber security. There is no single product, technology, 
or policy which can be implemented and overnight 
transform the cyber security posture of an organization. 
Instead, developing a culture of security is more 
about developing a practice of consistent investment 
and continuous improvement. It is also more about 
the journey and not the final destination. There is 
no final end state of perfection. Unfortunately, the 
cyber security landscape is ever changing. Likewise, 
as companies grow and thrive, new risks and realities 
will always emerge. The first step then, is to embrace 
the process of assessing your current security posture 
and taking action to embrace a process of continuous 
improvement. Specifically, points #2 and #3 below are 
great places to start. 
 

 
 

Understand 
cyber 
security is not 
a product, it’s 
a practice

It is also more about the journey 
and not the final destination“1
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A great place to start is for an organization to invite 
in experts to conduct a third-party cyber security risk 
assessment. When done correctly, outside experts can 
evaluate and benchmark your organization against 
industry standards for cyber security, quantify and 
prioritize your highest risk exposures, and begin the 
process of mapping out a plan to manage these risks 
through intentional cyber security investments and 
initiatives. As we have noted elsewhere, this is not a “one 
and done” exercise. Rather, proper risk management 
calls for measured investment to tackle the highest 
priority items first with the budgetary resources at 
hand. These cyber security investments need to be 
planned in concert with the overall technology road 
map for the firm. And in most cases, it makes sense to 
revisit the risk assessment process on an annual basis. 
 
 

Start with 
a cyber 
security risk 
assessment 

2
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Lastly, we encourage firms of all sizes to evaluate the 
benefits of bringing in outside experts and service 
providers to help you take your firm to another level 
of security and protection. Cyber security expertise 
is one of the most costly and in-demand skill sets in 
our knowledge-based economy. Therefore, it is hard 
for most organizations have the right level of talent 
and skill on staff. Fortunately, managed security 
services and co-managed IT services are available 
from expert service providers like Network People. 
From security assessments, to project-based security 
consulting, to full-service outsourced IT services, 
Network People stands ready to help new and 
existing clients take their organizations to a higher 
level of security, protection, and business success. 

Embrace 
managed 
security 
and outside 
expertise

3
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About Us

Professional Team

Everything we do is defined by our core values. No one 
comes onto the team without agreeing to uphold the 
highest standards of integrity. Every decision is filtered 
through those core values. You can trust us to serve your 
best interests.

Empowering Success

From the very beginning in 1996, our aim has been to be 
professional — even when the company consisted of just one 
Network “Person” with Nate Freeman working alone. Nate 
began the IT business from an office on the 11th story of a 
downtown building in Clearwater, Florida. Currently Network 
People has a 16-member team headquartered at an office 
suite in Clearwater, Florida. In addition, we are affiliated with 
250 firms across the nation who can render personal, on-site 
service to our remote clients if needed.

Growing With You

Our business grew by recognizing need that was all around 
us. We discovered that professional people required a lot of 
help networking their office computers. Our company could 
offer the personalized service which small- and medium-sized 
organizations needed. Some owners began asking us for help 
with their home computers.

Today we are still watching out for needs of these clients, as 
well as helping all the new ones they refer to us.

Core Values

We do the Right Thing.
Everything we do builds Loyalty and Trust.
Open Door Communication is the Key to 
Success.

God First, Family Second, Company Third.
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www.networkpeople.com

info@networkpeople.com
(727) 446-4564
13075 US Highway 19 N. Clearwater, FL 33764

CONTACT US

Technology Experts.
Good People.
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